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Abstract 
 

Electricity theft causes substantial financial losses and grid instability, requiring data-driven 

detection solutions, especially through supervised machine learning (SML) techniques. This 

review systematically examines 50 studies (2012–2024) from Scopus, IEEE Xplore, and Web 

of Science, following PRISMA guidelines to ensure a thorough and high-quality evaluation. 

It focuses on key themes such as algorithms, dataset challenges, performance metrics, 

and scalability, which are crucial for advancing electricity theft detection (ETD). SML 

methods such as decision trees, gradient boosting, and deep learning demonstrate high 

accuracy but encounter challenges, including inconsistent evaluation metrics, limited 

scalability for large-scale grids, and reliance on simulated datasets. Notably, only 28% of 

studies consider real-world scalability, and 54% lack robust evaluation metrics. 

Additionally, data issues such as missing values and class imbalance exacerbate these 

limitations. Future research should focus on developing hybrid models that effectively 

balance accuracy and interpretability, establishing standardized benchmarks for 

comparison, and incorporating real-world validation to enhance scalability and reliability 

in smart grid environments. 

 

Keywords: Electricity Theft Detection, Supervised Machine Learning, Systematic Literature 

Review, Performance Evaluation Metrics, Scalability, Interpretability 

 

Abstrak 
 

Kecurian elektrik menyebabkan kerugian kewangan yang besar dan ketidakstabilan grid, 

sekali gus memerlukan penyelesaian pengesanan berasaskan data, terutamanya melalui 

teknik pembelajaran mesin terselia (SML). Kajian ini menilai secara sistematik sebanyak 50 

kajian (2012–2024) daripada pangkalan data Scopus, IEEE Xplore dan Web of Science, 

dengan menggunakan garis panduan PRISMA bagi memastikan penilaian yang 

menyeluruh dan berkualiti tinggi. Kajian ini memberi tumpuan kepada tema utama 

seperti algoritma, cabaran set data, metrik penilaian prestasi, dan kebolehskalaan yang 

penting untuk memajukan pengesanan kecurian elektrik (ETD). Kaedah SML seperti pokok 

keputusan, penggalakan kecerunan dan pembelajaran mendalam menunjukkan 

ketepatan yang tinggi tetapi menghadapi beberapa cabaran termasuk 

ketidakselarasan metrik penilaian, kebolehskalaan terhad untuk grid berskala besar, serta 

kebergantungan terhadap set data simulasi. Secara khususnya, hanya 28% daripada 

kajian mempertimbangkan kebolehskalaan dunia sebenar dan 54% kekurangan 

kerangka penilaian yang kukuh. Selain itu, isu data seperti nilai hilang dan 

ketidakseimbangan kelas memburukkan lagi had tersebut. Penyelidikan masa hadapan 

perlu memberi tumpuan kepada model hibrid yang dapat mengimbangkan ketepatan 
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dan kebolehtafsiran, mewujudkan penanda aras piawai untuk perbandingan, serta 

menggabungkan pengesahan dunia sebenar bagi meningkatkan kebolehskalaan dan 

kebolehpercayaan dalam persekitaran grid pintar. 

 

Kata kunci: Pengesanan Kecurian Elektrik, Pembelajaran Mesin Terselia, Ulasan Literatur 

Sistematik, Metrik Penilaian Prestasi, Kebolehskalaan, Kebolehtafsiran. 

 

© 2026 Penerbit UTM Press. All rights reserved 

  

 

 

1.0 INTRODUCTION 
 

The shift from conventional power grids to smart grids 

has transformed the energy sector by enabling two-

way communication, real-time monitoring, and 

improved reliability. These advancements have 

enhanced system performance, increased consumer 

engagement, and facilitated the integration of 

renewable energy sources. However, they have 

introduced new vulnerabilities, with electricity theft 

emerging as a critical challenge that undermines 

grid performance and economic stability [1, 2]. 

Electricity theft contributes significantly to non-

technical losses (NTLs), causing an estimated annual 

global financial loss of nearly USD 96 billion. In 

developed countries such as the United States, NTLs 

account for around 6% of total power generation. 

The impact is even more pronounced in developing 

regions, where weak enforcement mechanisms and 

higher theft rates disrupt energy markets and hinder 

economic growth [3, 4, 5]. 

To address electricity theft, researchers have 

developed both hardware- and software-based 

detection approaches. Hardware-oriented solutions, 

such as tamper-proof meters, sensor networks, and 

radio frequency identification (RFID) monitoring, offer 

high accuracy but remain expensive and difficult to 

implement on a large scale [6, 7]. Conversely, 

software-based approaches rely on data-driven 

techniques, particularly unsupervised and supervised 

machine learning (USML and SML) methods. USML 

methods detect irregular consumption patterns 

without labeled data through clustering and 

anomaly detection, while SML techniques classify 

consumer behavior into legitimate or fraudulent 

categories using labeled datasets [8, 9]. Among 

these, algorithms such as decision trees, random 

forests, gradient boosting, and deep learning have 

demonstrated high detection accuracy in electricity 

theft detection (ETD) [10, 11]. Recent reviews further 

consolidate these developments, highlighting 

progress and remaining challenges in data-driven 

ETD and smart grid anomaly detection [12, 13].  

Despite their strong performance, SML-based 

approaches encounter several persistent challenges, 

including missing or incomplete data, class 

imbalance, limited scalability, and lack of 

interpretability. These limitations hinder real-world 

deployment, particularly in heterogeneous and 

dynamic smart grid environments. To overcome 

these barriers, recent studies have explored hybrid 

ensemble frameworks [14, 15, 16, 17] and frontier 

architectures such as graph neural networks and 

transformers to improve feature representation, 

scalability, and generalization across diverse 

consumers [18, 19]. Addressing these issues requires 

advanced feature engineering, standardized 

evaluation protocols, and scalable, interpretable 

architectures suitable for real-time grid applications. 

Parallel advances also emphasize privacy-preserving 

and benchmark-oriented approaches, including 

standardized evaluation datasets and federated 

learning-based anomaly detection for energy 

systems [20, 21].  

Given these emerging trends and persistent 

challenges, the present study systematically reviews 

50 high-quality articles published between 2012 and 

2024, following the Preferred Reporting Items for 

Systematic Reviews and Meta-Analyses (PRISMA) 

guidelines. The review synthesizes the evolution of 

supervised ML techniques for ETD, identifies research 

gaps, and highlights future directions for developing 

scalable, interpretable, and field-deployable SML 

frameworks tailored to modern smart grid 

infrastructures. 

 

2.0 LITERATURE REVIEW 
 

Building upon the scope outlined in the introduction, 

this section reviews the application of SML techniques 

for ETD. It systematically examines four core themes: 

algorithmic progress, dataset challenges (missing 

values, class imbalance, and feature engineering), 

performance benchmarking, and scalability in 

deployment. By synthesizing current findings, the 

review identifies limitations, highlights recent 

advancements, and outlines research directions to 

enhance model robustness and real-world 

applicability. 

 

2.1 Progress in Machine Learning Algorithms 

 

SML algorithms have significantly advanced ETD by 

uncovering fraudulent consumption patterns in large-

scale smart meter data. Core models such as 

extreme gradient boosting (XGBoost), random forest 

(RF), support vector machines (SVM), and k-nearest 

neighbors (KNN)  serve as foundational classifiers [22, 

23]. XGBoost manages high-dimensional data 

through regularization, while RF aggregates decision 
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trees to yield stable predictions [24, 25]. The SVM 

performs well for binary classification but struggles 

with class imbalance. In contrast, KNN is simple and 

effective for smaller datasets but remains sensitive to 

noise and feature scaling [26, 27]. 

Despite their predictive strength, these models 

face scalability and computational constraints. 

XGBoost [28, 29, 30, 31] and RF [32, 33, 34] require 

significant resources for real-time use, whereas SVM 

and KNN degrade with noisy or skewed data [35, 36, 

37]. Decision Trees (DT) are interpretable but prone to 

overfitting [38, 39, 40]. Deep learning models, such as 

artificial and convolutional neural networks (ANNs, 

CNNs), capture complex nonlinear patterns but 

depend on large labeled datasets [41, 42, 43, 44]. 

Ensemble methods, including bagging, boosting, and 

stacking, enhance accuracy by integrating multiple 

learners [45, 46, 47, 48]. However, they can be 

resource-intensive and vulnerable to noise. 

Probabilistic models such as Naïve Bayes offer 

efficiency but falter when features are correlated 

[49]. These trade-offs motivate the design of hybrid, 

scalable frameworks that address data quality and 

imbalance while maintaining interpretability [28, 29, 

50]. Recent studies also explore graph- and 

transformer-based architectures for richer spatial-

temporal learning [18, 19]. Table 1 summarizes the 

strengths and limitations of key SML algorithms. 

 

2.2 Dataset Challenges 

 

The effectiveness of SML models for ETD depends on 

the quality of input data, which commonly suffers 

from three major issues: missing values, class 

imbalance, and inadequate feature representation. 

Tackling these challenges is crucial for accurate 

preprocessing and reliable model performance. 

 

2.2.1 Addressing Missing Data 

 

Missing data—arising from unstable communication 

links, sensor faults, or maintenance outages—can 

bias estimates and degrade model accuracy [51]. 

Traditional remedies include simple imputations and 

deletions [52]. Mean, median, or mode replacement 

is fast but distorts distributions when outliers are 

present [53, 54, 55, 56].  Linear interpolation preserves 

temporal continuity but fails for irregularly sampled or 

multidimensional data [57, 58]. Time-series 

approaches such as autoregressive integrated 

moving average (ARIMA) predict short gaps but are 

sensitive to long interruptions [59], whereas historical 

averages tend to underestimate variance [60]. 

Advanced imputation methods such as regression 

models [61, 62], Gaussian mixture models (GMMs) 

[63, 64], SuperMICE [65], and random forest 

imputation (RFI) [66, 67] better capture feature 

dependencies but are computationally demanding. 

Table 2 compares these methods and highlights the 

need for hybrid, scalable imputation strategies 

suitable for large-scale smart grid applications. 

 

Table 1 Summary of SML methods in ETD 

 

Method Strengths Limitations 

Decision Trees (DT) Simple; 

interpretable 

Overfits on 

complex data 

Random Forest (RF) Robust; high 

accuracy 

Computationally 

intensive 

XGBoost  High accuracy; 

regularized 

Long training time 

SVM  Effective for 

binary tasks 

Weak on 

imbalanced data 

KNN  Simple; works 

on small data 

Sensitive to Noise 

and scaling  

Deep Learning Captures 

nonlinear 

patterns 

Requires large 

labeled datasets 

Ensemble methods High accuracy; 

robust 

Computationally 

expensive 

Naïve Bayes Fast; efficient Fails with 

correlated features 

Hybrid/Optimized 

Frameworks 

High scalability 

and accuracy 

Complex tuning; 

limited validation 

 
Table 2 Comparison of imputation methods for handling 

missing data 

 

Method Limitations 

Mean/Median 

Imputation 

Produces skewed results in the 

presence of outliers 

Linear Interpolation Poor performance with high-

dimensional data 

ARIMA Sensitive to outliers and large data 

gaps 

Historical Average 

Modeling 

Underestimates variance; yields 

unrealistic imputations 

Data Deletion Causes loss of critical information 

Regression Models 
Ignore complex feature 

interactions. 

GMM-based   Struggle with outliers 

RF Imputation 
Computationally expensive for 

large datasets 

 

 

2.2.2 Handling Data Imbalance 

  

Class imbalance, where fraudulent consumption 

records form only a small fraction of total data, 

biases models toward the majority (legitimate) class 

[68]. To address this, researchers apply sampling 

strategies such as oversampling, undersampling, and 

hybrid techniques [69]. Oversampling techniques, 

such as the synthetic minority oversampling 

technique (SMOTE) and adaptive synthetic sampling  
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(ADASYN), address class imbalance by generating 

synthetic minority samples, although they may 

introduce noise and overfitting [70, 71]. Conversely, 

undersampling methods such as random 

undersampling (RUS) improve class balance but risk 

discarding valuable data [72, 73]. Hybrid strategies, 

including RUSBoost and random hybrid sampling 

(RHSBoost), combine resampling with boosting to 

enhance minority detection, though they remain 

computationally intensive and require further real-

world validation [29, 74]. Table 3 summarizes major 

imbalance-handling methods and their limitations. 

 

2.2.3 Feature Engineering 

 

Effective feature engineering is crucial for extracting 

meaningful consumption patterns. Raw smart meter 

data are often high-dimensional and noisy, limiting 

model efficiency [75]. Statistical descriptors (mean, 

variance, skewness) capture aggregate behavior 

but ignore temporal dynamics [9].  Dimensionality 

reduction techniques such as principal component 

analysis (PCA) and Kernel PCA improve 

interpretability but may discard critical information in 

the presence of outliers [76, 77].  Advanced deep 

representation methods—such as CNN, long short-

term memory (LSTM), and autoencoders—effectively 

capture nonlinear temporal structures, but they also 

increase computational cost and the risk of 

overfitting [16, 28, 29]. Table 4 summarizes the main 

feature-engineering methods and their limitations. 

 

2.2.4 Comparative Summary 

 

The reliability of SML-based ETD frameworks depends 

on systematically addressing missing data, class 

imbalance, and feature redundancy. Table 5 

synthesizes recent studies, underscoring overlapping 

strategies and remaining gaps. The findings reinforce 

the need for hybrid, scalable data-repair frameworks 

that unify advanced imputation, balanced 

resampling, and feature-reduction techniques to 

enhance detection accuracy, interpretability, and 

real-world generalizability. 

 

2.3 Performance Metrics and Benchmarking 

 

Evaluating ETD models requires a range of 

performance metrics to assess accuracy, reliability, 

and discriminative capability. Common measures 

include accuracy, precision, recall, F1-score, and 

AUC-ROC. While accuracy reflects overall success, it 

can be misleading for imbalanced datasets 

dominated by genuine consumers. Precision 

measures the proportion of predicted thefts that are 

truly fraudulent, recall quantifies the proportion of 

actual thefts correctly identified, and their harmonic 

mean—the F1-score—balances both aspects [36]. 

The AUC-ROC summarizes the model’s discrimination 

power across thresholds. 

Relying solely on accuracy, as in Selvam et al. 

[39], may lead to an overestimation of performance. 

Complementary indicators such as detection rate 

and loss probability, used by Faria et al. [78], provide 

broader insight but remain inconsistent across studies. 

Standardized benchmark datasets, such as TDD2022, 

have improved reproducibility—exemplified by the 

tuned BiLSTM model of Krishnamoorthy and Albert 

[79]. Nevertheless, inconsistent evaluation criteria 

and limited real-world validation still hinder cross-

study comparability. Future research should prioritize 

benchmark datasets and standardized performance 

metrics reflecting deployment conditions. 

 
Table 3 Methods for addressing data imbalance  

 

Method Limitations 

SMOTE  Risk of overfitting; noisy synthetic data 

ADASYN  
Sensitivity to outliers; overlapping 

minority samples 

RUS 
Loss of informative samples; potential 

bias 

RUSBoost 
Computational complexity, possible 

underfitting 

RHSBoost  
High computational cost; information 

loss 

Ensemble 

Methods  

Resource-intensive; minority classes 

may be underrepresented 

 
Table 4 Summary of feature engineering techniques and 

their limitations 

 

Method Limitation 

Statistical Features  
Limited to simple aggregate 

patterns 

PCA/Kernel PCA  
Sensitive to outliers; possible 

data loss 

CNN, LSTM, Autoencoders  
Computationally demanding; 

prone to overfitting 

 
Table 5 Checklist of SML techniques addressing major data 

challenges  

 

Ref Method 
Missing 

Values 

Data 

Imbalance 

Feature 

Extraction 

Feature 

Selection 

[8] Ensemble ML ✔ ✔ ✘ ✘ 

[10] Boosted DT ✘ ✘ ✔ ✔ 

[17] Ensemble ML ✘ ✘ ✘ ✘ 

[30] FA-XG Boost ✔ ✔ ✔ ✘ 

[31] FE-XG Boost ✘ ✔ ✔ ✘ 

[32] RF ✘ ✔ ✘ ✘ 

[33] Autoencoder  ✘ ✔ ✔ ✘ 

[34] CNN-RF ✔ ✔ ✔ ✘ 

[36] SVM-DT ✘ ✘ ✔ ✔ 

[39] DT, RF ✘ ✘ ✘ ✘ 

[41] DNN, DT ✔ ✘ ✘ ✘ 

[43] Wide-CNN ✔ ✘ ✔ ✘ 
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Ref Method 
Missing 

Values 

Data 

Imbalance 

Feature 

Extraction 

Feature 

Selection 

[44] Neuro-Fuzzy ✘ ✘ ✔ ✔ 

[48] Ensemble ML ✔ ✔ ✔ ✘ 

[78] STE ✘ ✘ ✔ ✘ 

[37] CPD ✘ ✔ ✔ ✘ 

[82] RNN ✔ ✘ ✘ ✘ 

[83] CAT Boost ✔ ✔ ✔ ✔ 

[84] NG Boost ✔ ✔ ✘ ✔ 

 

 

2.4 Scalability and Deployment Challenges 

 

The scalability and deployment of SML models for ETD 

remain major obstacles. In many developing regions, 

inadequate infrastructure restricts efficient processing 

of high-resolution smart meter data, while the heavy 

computational demands of deep learning models 

raise operational costs and reduce interpretability. 

Managing heterogeneous consumption patterns 

and massive data volumes requires extensive 

preprocessing, and batch-trained models often fail 

to meet real-time detection needs. 

 Proposed solutions include edge computing to 

decentralize computation [23, 29], cloud-based 

pipelines for scalable storage and parallel processing 

[33], and algorithmic optimization to balance 

detection accuracy with processing speed. Hybrid 

and adaptive methods, such as transfer learning, 

enhance scalability by reducing computational 

overhead while enabling continuous adaptation to 

evolving consumption behaviors. 

Emerging graph and transformer-based 

frameworks further enhance real-time adaptability 

through edge–cloud collaboration but still require 

lightweight optimization to reduce latency and 

energy usage [18, 19, 48]. Deployment also faces 

challenges related to data governance, 

interoperability, and latency, as reported in recent 

utility case studies [80, 81, 82]. Consequently, future 

research should emphasize resource-efficient 

architectures, standardized deployment workflows, 

and cross-platform reproducibility to ensure scalable 

and practical ETD solutions [83, 84]. 

 

 

3.0 METHODOLOGY 
 

This study employs a systematic literature review (SLR) 

methodology to rigorously identify, evaluate, and 

synthesize research on SML techniques for ETD. The 

review follows the preferred reporting items for 

systematic reviews and meta-analyses (PRISMA 2020) 

guidelines [85], while integrating quality-assessment 

principles from Kitchenham’s (2015) framework [86], 

to ensure transparency, reproducibility, and 

methodological rigor. The review is structured around 

four key dimensions addressing algorithmic diversity, 

data challenges, evaluation metrics, and scalability 

considerations. The SLR methodology is organized 

into four sequential stages: planning, literature 

selection, data extraction and thematic synthesis, 

and quality assessment. Figure 1 illustrates the overall 

workflow, and the subsequent subsections detail the 

search strategy, inclusion and exclusion criteria, and 

thematic mapping aligning with research objectives. 

 

3.1 Literature Search and Screening 

 

3.1.1 Search Strategy 

 
Keywords were carefully formulated to cover both 

the domain and methodological scope. Primary 

terms included “electricity theft detection,” “energy 

fraud detection,” “non-technical losses,” and “power 

theft.” Secondary terms captured algorithmic 

aspects such as “machine learning,” “deep 

learning,” “artificial intelligence,” and the names of 

specific models (e.g., decision tree, random forest, 

support vector machine, and logistic regression). 

Boolean operators and database-specific syntax 

were used to enhance precision and 

comprehensiveness.  
 

 
 

Figure 1 Overview of the systematic literature review (SLR) 

process showing planning, search, screening, synthesis, and 

quality-assessment stages 

 

 

The search was conducted across Scopus, Web 

of Science, and IEEE Xplore and was limited to peer-

reviewed studies published between January 2012 

and April 2024. This period reflects the evolution of 

SML techniques following the widespread 

deployment of AMI in modern smart grid systems. 

 

3.1.2 Screening Process and Criteria 
 

The initial search retrieved 1,712 articles: 1,059 from 

Scopus, 437 from Web of Science, and 216 from IEEE 
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Xplore. After removing duplicates, 622 unique articles 

underwent a three-stage screening process. Title 

screening reduced this number to 437, abstract 

screening narrowed it to 123, and a full-text review 

identified 50 high-quality articles for detailed analysis.  

The PRISMA flow diagram shown in Figure 2 outlines 

this process, while Table 6 summarizes the inclusion 

and exclusion criteria applied during article selection. 

 
Table 6 Selection criteria for article inclusion and exclusion 

 

Criteria Type Criteria 

Inclusion 

Studies on SML techniques for ETD; 

quantitative evaluation metrics (e.g., 

accuracy, F1-score); studies addressing 

challenges such as scalability, class 

imbalance, or missing data; English-language 

peer-reviewed articles published 2012–2024. 

Exclusion 

Solely hardware-focused studies; qualitative or 

purely theoretical papers lacking algorithmic 

details; non-peer-reviewed sources; 

duplicates; publications before 2012. 

 

 
 

Figure 2 PRISMA flow diagram illustrating identification, 

screening, and inclusion stages 
 

 

3.2 Data Extraction and Thematic Synthesis 

 

The extracted data were categorized into four 

themes to provide a systematic analysis of the 

challenges and methodologies in ETD. The first theme 

explores diverse machine learning approaches, 

including decision trees, random forests, gradient 

boosting, and deep learning architectures such as 

convolutional and recurrent neural networks. These 

methods enhance detection accuracy but often 

reduce interpretability. The second theme examines 

datasets, with a focus on missing data, class 

imbalance, and the need for effective preprocessing 

strategies. The third theme highlights evaluation 

metrics—accuracy, recall, precision, F1-score, and 

ROC-AUC—emphasizing the need for standardized 

reporting. The fourth theme addresses scalability and 

deployment, analyzing how models can be adapted 

for large-scale grids and real-time applications. This 

synthesis provides a comprehensive overview of ETD 

research, identifying key advancements and 

persistent gaps in scalability, interpretability, and 

data quality. 

 

3.3 Quality Assessment 

 
The quality-assessment framework evaluated each 

study using four predefined criteria: (C1) relevance to 

ETD, (C2) clarity of methodology, (C3) robustness of 

evaluation metrics, and (C4) real-world applicability. 

Each criterion was scored on a scale from 0 to 3 

(Table 7), yielding a maximum of 12 points per study. 

Studies scoring 7 or higher were classified as high-

quality, reflecting both methodological rigor and 

practical significance. This integrated thematic 

synthesis and quality-assessment process provided a 

robust foundation for analyzing research trends and 

assessing the overall maturity of SML-based ETD 

studies. 

 
Table 7 Evaluation criteria for ETD studies 

 

Criterion 3 2 1 0 

C1 
Direct 

relevance 

Indirect 

relevance 

Marginal 

relevance 
Irrelevant 

C2 
Clear 

methodology 

Moderate 

clarity 

Vague 

methods 

Unclear 

methods 

C3 
Comprehensive 

metrics 

Limited 

metrics 

Weak 

metrics 

No 

metrics 

C4 
Real-world 

validation 

Potential 

applications 

Minimal 

relevance 

Lack of 

relevance 

 

 

4.0 RESULTS AND DISCUSSION 
 

This section presents the findings of the systematic 

review, focusing on the thematic distribution, quality 

assessment, and key trends in ETD using SML 

techniques. 

 

4.1 Thematic Distribution of Studies 

 

The review categorized 50 studies into four themes: 

SML algorithms, dataset challenges, performance 

metrics, and scalability and deployment. These 

themes represent the core methodologies and 

challenges in ETD research. Table 8 summarizes the 

thematic distribution and links study counts to each 

theme.  
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Table 8 Thematic distribution of studies 

 

Theme 
Count  

(Out of 50) 
% of Studies 

Machine Learning Algorithms 33 66% 

Datasets and Challenges 24 48% 

Performance Metrics 23 46% 

Scalability and Deployment 14 28% 

 

 

The analysis reveals that 66% of studies focus on 

SML algorithms, highlighting advancements in models 

such as decision trees, random forests, and deep 

learning. About 48% of studies address datasets and 

challenges, emphasizing preprocessing for missing 

data and class imbalance. Only 28% examine 

scalability and deployment, indicating gaps in real-

time and large-scale implementations, and 46% 

investigate performance metrics, focusing on 

evaluation criteria such as precision, recall, and AUC-

ROC. 

The heatmap (Figure 3) visualizes thematic 

overlaps, highlighting intersections between SML 

algorithms and performance metrics (reflecting a 

strong emphasis on algorithm evaluation). Similarly, 

overlaps between dataset challenges and scalability 

underscore efforts to address preprocessing issues for 

robust, scalable applications. These findings 

emphasize the importance of integrative research 

approaches for advancing ETD solutions. 

 

 
 

Figure 3 Heatmap of thematic distribution and overlaps  

 

 

4.2 Quality Assessment Results 

 

The quality assessment analyzed 50 selected studies 

based on four criteria: relevance to ETD (C1), 

methodological clarity (C2), robustness of evaluation 

metrics (C3), and real-world applicability (C4). Each 

study received a score from 0 to 3 per criterion 

(maximum 12). Studies scoring 7 or higher were 

classified as high-quality contributions. 

As summarized in Table 9, relevance (C1) and 

methodological clarity (C2) emerged as strengths, 

with average scores of 2.66 and 2.68, respectively. A 

substantial share (72% for C1; 70% for C2) achieved 

the highest score, reflecting alignment with ETD 

objectives and sound methodology. In contrast, 

evaluation metrics (C3) and real-world applicability 

(C4) were weaker, with averages of 2.34 and 2.32. 

Over 54% of studies scored ≤2 for C3, highlighting 

inconsistent benchmarking, while 66% scored ≤2 for 

C4, indicating gaps in scalability and real-world 

deployments. 

Figures 4 and 5 provide a visual summary of these 

findings. Figure 4 highlights strong performance in C1 

and C2, while Figure 5 shows that most studies cluster 

near the threshold score of 7, underscoring the need 

for improved evaluation frameworks and practical 

validations. 

 
Table 9 Quality assessment results 

 

Evaluation Metric Average Score Score = 3 Score ≤ 2 

C1 2.66 36 14 

C2 2.68 35 15 

C3 2.34 23 27 

C4 2.32 17 33 

 

 
 

Figure 4 Evaluation summary across criteria 

 

 
 

Figure 5 Distribution of overall quality scores across studies 
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4.3 Discussion 

 

The results show substantial progress in ETD using SML, 

alongside persistent challenges. Most studies 
demonstrate strong relevance (C1) and 

methodological clarity (C2), with over 70% achieving 

the top score, which indicates close alignment with 

ETD objectives and replicable methods. 

Despite these strengths, gaps in evaluation 

metrics (C3) and real-world applicability (C4) persist, 

with 54% and 66% of studies scoring ≤2, respectively. 

These shortcomings hinder cross-study comparability 

and impede scalable deployment. For example, 

although 66% of studies emphasize algorithmic 

advances—such as decision trees, random forests, 

and deep learning—only 28% address scalability, 

which is essential for real-world implementation. 

Key trends highlight the importance of hybrid 

models that integrate complementary algorithms to 

improve robustness and interpretability. Addressing 

data issues—such as missing values and class 

imbalance—through advanced preprocessing is also 

vital for building scalable and reliable ETD systems. 

Future research must also prioritize standardizing 

evaluation frameworks (e.g., F1-score, ROC-AUC) to 

facilitate meaningful comparisons and validate 

solutions in diverse, real-world environments. 

 

 

5.0 CONCLUSION 
 

This systematic literature review analyzed 50 studies 

on ETD using SML techniques, providing a structured 

evaluation of the research landscape. The review 

identified significant advancements in machine 

learning methods, particularly decision trees, 

boosting algorithms, and deep learning 

architectures, which highlight their effectiveness in 

detecting fraudulent consumption patterns. 

However, persistent challenges remain. Dataset 

limitations, inconsistent evaluation metrics, and 

scalability issues continue to hinder the practical 

deployment of ETD systems. The quality assessment 

revealed strong methodological clarity and 

alignment with ETD objectives, but real-world 

applicability emerged as a critical gap, with limited 

validation of solutions in large-scale grid 

environments. 

Addressing these challenges requires a focus on 

developing hybrid models that balance accuracy 

and interpretability, standardizing performance 

metrics to enhance comparability, and validating 

models on diverse datasets for scalability. These 

efforts are essential to ensuring robust and scalable 

ETD solutions for dynamic smart grid environments. 
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