
 
72:5 (2015) 31–34 | www.jurnalteknologi.utm.my | eISSN 2180–3722 |  

 

Full paper 
Jurnal 

Teknologi 

Anonymity and Untraceability Assessment of Authentication Protocols in 
Proxy Mobile IPv6 
 
Mojtaba Alizadeha*, Sabariah Baharuna, Mazdak Zamanib, Touraj Khodadadia, Mahdi Darvishic, Somayyeh Gholizadehd, Hossein 
Ahmadic 

 
aMalaysia-Japan International Institute of Technology, Universiti Teknologi Malaysia, 54100 Kuala Lumpur, Malaysia 
bAdvanced Informatics School, Universiti Teknologi Malaysia, Federal Territory, 54100 Kuala Lumpur, Malaysia 
cFaculty of Computing, Universiti Teknologi Malaysia, 81310 UTM Johor Bahru, Johor, Malaysia 
dFaculty of Computer Science and Information Technology, Universiti Putra Malaysia, 43400 Serdang, Malaysia 
 

*Corresponding author: amojtaba2@live.utm.my 
 

 

Article history 

 

Received : 15 August 2014 

Received in revised form :  
15 October 2014 

Accepted :15 November 2014 

 
 

 

 

Abstract 

 

The Proxy Mobile IPv6 or the PMIPv6 is a protocol for mobile management as established by the Internet 

Engineering Task Force or IETF to assist in the intense usage of mobile devices and to lower the 
overhead of signaling. As the inclusion of the mobile node in the signaling related to mobility is not 

necessary, this type of solutions based on networks optimize the performance of the handover based on 

signaling overhead and handover latency. Nevertheless, the PMIPv6 has several disadvantages such as 
issues of privacy and security. The process of authentication of users is usually needed at the time of 

connecting to a wireless network. The mobile users might wander away from their home networks and be 

approached by other network services. These network services would usually require the users’ 
credentials to authorize the usage of the service. In order to retain a level of anonymity, various degrees of 

information are required to be safe guarded including the Local Mobility Anchor ID, Media Access 

Gateway, and Mobile Node. Nevertheless, a few methods of authentication have been suggested to 
enhance the PMIPv6’s performance since 2008 when this protocol was first established [1]; however, the 

issues of privacy are often ignored. This study attempts to evaluate the authentication methods of the 

PMIPv6 according to the anonymity of several network mechanisms. The findings of this study reveal 
that it is important to suggest an appropriate method of enhancing the protection and privacy of network 

mechanisms. 
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1.0  INTRODUCTION 

 

The next generation wireless networks are integrated and as such, 

the resources of the available networks that are heterogeneous are 

combined to support connection. It is inevitable that there is 

mobility in joining these networks. Hence, in order to assist in a 

seamless migration and connection across these networks, a 

seamless handover is a requirement that is needed. One such 

requirement to ensure a seamless handover is the decrease in the 

delay that happens in the process of a handover. Several protocols 

for the management of mobility have been suggested and 

standardized to assist in the mobility over various networks that 

are heterogeneous; however, these are unable to offer a seamless 

handover in the present method. Nevertheless, the Proxy Mobile 

IPv6, which consists of a mobility management that is networked-

based, assist tremendously in lowering the delay time during 

handovers [2]. Therefore, to retain an active connection, the 

handover function must ensure that it is capable of identifying 

mobile nodes that have more than one interface when moving 

across networks that are heterogeneous. A strong and secure 

device is necessary for this to occur. This function must assist in 

ensuring that the handover across networks that are heterogeneous 

are seamless as well as secure without causing extra delay in 

handover and in the overhead of signaling. Mobile users will face 

security complications if the handover function is unable to carry 

out this function.  

  Privacy issues when utilizing an IP for communication 

purposes are quite essential. The IP privacy concerns in general 

deal with protecting communication of the users from accidentally 

exposing information that might be jeopardized and used for 

maleficent purposes. This includes instances of collecting data at 

particular vantage points, gathering information that is linked to 

particular traffic, and the observation of particular groups of users 

for activities at particular times daily [3].  

  Wireless users connect and disconnect voluntarily to a 

system quite frequently. The process of authentication of the user 

is usually needed when connecting to a wireless network. The 

mobile users might wander away from their home networks and 

be approached by other network services. These network services 
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would usually require the users’ credentials to authorize the usage 

of the service [4]. 

In the IP communication for mobile devices, anonymity and 

privacy of location are not isolated security features as the privacy 

of location services can be offered in addition to the services of 

anonymity. The disclosure of the location of the MN is not an 

infringement of the privacy of the MN, as long as the 

identification of the MN is kept private since no one knows the 

identity of the person who is at the location. Thus, here the 

location privacy is maintained while anonymity is also offered 

[5]. Section 2.0 will explain the privacy concerns of Proxy Mobile 

IPv6 further. Moreover, Section 3.0 will further evaluate the 

present authentication methods according to the privacy matters.  

 

 

2.0  ANONYMITY in PMIPv6 

 

Chaum in his prominent study entitled, “Untraceable electronic 

mail, return address, and digital pseudonyms” published in 1981, 

initiated the study of preserving of the privacy communications 

[6]. After this time, extensive research was conducted in many 

areas related to anonymous communication. The present systems 

in anonymous communication are mainly categorized into four 

classifications: routing-based schemes, cryptosystem-based 

schemes, peer-to-peer communication systems, and broadcasting-

based systems. 

  There is a suitable set of subjects with the same potential 

features to ensure the subject’s anonymity. A subject’s anonymity 

is described as the position of not identifying among  the set of 

subjects or the anonymity set [7]. 

  This set includes all the potential sets of subjects, also known 

as the ambiguity set [8]. In reference to the entities at play, which 

includes the senders, the anonymity set involves the subjects who 

would initiate an action. In reference to the acting entities, which 

include the recipients, the anonymity set involves the subjects 

who would be acted on. Using this manner, both senders and 

recipients are as anonymous as their particular anonymity sets. 

The sets of anonymity for the senders and recipients could be 

disjointed, similar, or overlap and it may differ over a period of 

time. The anonymity’s security requirement for calculating the 

probability of a verifier who successfully establishes the real 

source is precisely 1/n, where n represents the number of 

members in the set of anonymity.  

  There are two beneficial effects of anonymity [9]. Firstly, 

establishing the successful anonymity of network users lowers 

breaches in security over different attacks. Many of these attacks 

are made through the form of impersonations. Keeping network 

users’ identities anonymous stops the successful anonymity of 

network users from linking the identities to the texts sent to or 

from the users, or taking part in the users’ network sessions, 

which the unscrupulous parties are not meant to be a part of. This 

prevents the unscrupulous parties from attempting to impersonate 

the network users. Secondly, establishing the successful 

anonymity of network users stops the  unscrupulous people from 

misusing the privacy of the users [4]. 

  Anonymity is used effectively as a tool to secure users’ 

privacy and to comply with the rule of the least information given 

out. Quite a few studies have been conducted to provide channels 

with anonymous communication mainly to deter attack using 

these channels [10]. For example, the practical service of 

anonymity namely Tor [11] has been used to protect the privacy 

and prevent censorship of users widely. The emergence of 

wireless networks has caused many extra complications in 

achieving anonymity as recorded in Reference [12]. 

  The identity of a mobile user has to remain hidden from 

some networks, especially the visiting networks to maintain 

anonymity and to disable the tracking function that would lead to 

the user. It is apparent that the users’ privacy protection and 

authentication processes are two functions that conflict in their 

requirements. In addition, mobile users normally do not possess 

sufficient network bandwidth and computational power. 

Therefore, the protocols for wireless authentication should not be 

too complicated as when this happens, the demand for bandwidth 

and computational power will cause the protocols to become 

unattainable. 

 

 

3.0  RELATED WORKS 

 

The PMIPv6 lowers the MIPv6’s handoff latency substantially as 

its handoff process takes over the detection of movement (MD) 

and duplicates the process of address detection (DAD) from the 

handoff process of layer 3 for the MIPv6. An analytical 

framework is utilized in [13-15], to evaluate and compare the 

latency of the handoff of PMIPv6 [1], HMIPv6 [16], MIPv6 [17], 

and FMIPv6 [18]. The findings reveal that the latency of the 

handoff of PMIPv6 is lesser than the other three hosting-based 

protocols of mobility management. In a study by Guan et al. [19], 

they established a testbed to analyze the PMIPv6’s performance 

and compared it to the MIPv6, HMIPv6, and FMIPv6. Similarly, 

the findings showed that the handoff latency of the PMIPv6 was 

much lesser than the other used schemes. Another study by Kong 

et al. [13; 14] utilized the AAA infrastructure for authentication of 

the MN in the PMIPv6 network; however, their schemes revealed 

the problems of packet loss and ineffective authentication from 

the PMIPv6. The research by F. Xia and B. Sarikaya [20] opted to 

enhance the PMIPv6 by improving the performance of the 

handoff and transferring the context by adopting several ideas 

from the protocol of the FMIPv6. Nevertheless, [20] did not 

consider how the authentication process would be carried out. A 

proposal by Ryu et al. [21] used the packet lossless PMIPv6 (PL-

PMIPv6) as a buffer mechanism to avoid the packet loss that 

occurred at handoff, however, the ineffective authentication 

process of PL-PMIPv6 caused a long latency during the handoff. 

Furthermore, the PL-PMIPv6 still experienced packet loss 

complications prior to the bi-direction tunnel being built between 

the new MAG and the LMA. 

  Based on this review, many of the past studies concentrated 

on the improvement of performance using the PMIPv6. According 

to these studies [22-29], the performance measurements were 

packet loss, signaling cost, and delay. Nevertheless, the 

researchers involved in these studies managed to reduce a lot of 

the handoff latency; but the PMIPv6 still experienced packet loss 

and ineffective authentication process complications during the 

handoff [22; 24]. Furthermore, in reference to [30], PMIPv6 faces 

a lot of security threats. The various current methods that are 

available should be analyzed in terms of performance 

measurements and security to establish an appropriate 

authentication algorithm that would be more secure compared to 

the current methods.  The researchers in [31] quantitatively 

evaluated the effect of authentication on QoS and security. Firstly, 

a systematic framework according to the challenges/responses of 

the authentication mechanisms was introduced, that was widely 

utilized in different mobile settings. After that, the idea of security 

levels was suggested to define the communication protection in 

terms of the nature of the security, such as data integrity, resource 

availability, and information secrecy. Thirdly, the patterns of 

mobility and traffic were considered in conducting the 

quantitative analysis of QoS. The Proxy Mobile IPv6 lowers the 

delay in handover in comparison to other schemes including the 

MIPv6 [17], the HMIPv6 [16], and the FMIPv6 [18], 

Nevertheless, the authentication method is not defined. Zhou 
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Zhang and Qin [29] for the first time, suggested an authentication 

method for PMIPv6 to end this problem. Nevertheless, Jiang et al. 

[32] revealed that their method failed to gain the mutual 

authentication between the network and the Mobile Node (MN). 

In addition, it only performs authentication unilaterally from the 

MN to the network, while the MN does not have information 

about the network’s authenticity, hence, it would be at risk to 

malicious MAG attack and scrupulous network spoofing attacks. 

After this, they suggested an improvement to overcome these 

security defects. 

  [30] discusses the threats to security in the PMIPv6 on the 

architecture’s two interfaces, namely the interface between the 

MAG and the LMA, and the interface of the MN and its present 

MAG. Lee et al. [33] suggested an authentication mechanism that 

was based on tickets to optimize the handover authentication 

process during the handover process to overcome the inefficiency 

of the normal authentication methods including the Kerberos and 

the Extensible Authentication Protocol (EAP) when utilized for 

the PMIPv6. They used the BAN logic to prove the security of the 

mechanism. A variant of the Diffie-Hellman key agreement was 

utilized in [34] to remove time needed for re-authentication 

purposes by the AAA server when the handover occurred to 

lessen the delay during handover. [35] suggested a pre-shared key 

based authentication method to exchange mobility signaling. The 

reference from [36] used a certificate-based public key 

authentication method for PMIPv6, that is based on the EAP-TLS. 

This authentication method includes both the initial authentication 

and the handover authentication, and it is evaluated using the 

BAN logic. The study by Lee and Chung [37] proposed three 

authentication mechanisms that are relayed in terms of the 

security levels namely based on plaintext, based on hash function, 

and based on shared secret key. The authentication mechanisms 

are compared based on the security levels and signaling costs. 

  Ming-Chin Chuang et.al [22; 24] in 2013, suggested two 

authentication methods and quick handover mechanisms such as 

the SPAM [22] and the SF-PMIPv6 [24] for networks using 

PMIPv6 as a means to overcome the problems of long latency 

during authentication and high packet losses of the PMIPv6 

networks during the handover process. The SF-PMIPv6 [24] 

offers a lower latency during handover, supports local processes 

during authentication, solves the problem of packet loss, and deals 

with packets that are out of sequence. The SPAM [22] carries out 

a bi-casting scheme to avoid the problem of packet loss, utilizes 

the piggyback method to lower the signaling overhead, and offers 

a secured mechanism for password authentication (SPAM) for 

securing authentic users from threats in the PMIPv6 network. 

Even though the key objectives of both approaches are to offer a 

secure method of authentication, these approaches still experience 

security problems including phishing attacks and privacy matters. 

Table 1 reveals the comparison of the present methods of 

authentication in the PMIPv6. 

  Based on Table 1, previous researches did not completely 

protect the privacy of network entities.  The findings of this 

research reveal that it is important to suggest an appropriate and 

more secured method of authentication for the Proxy Mobile IPv6 

to enhance the protection and privacy of network mechanisms.

 
Table 1  Privacy evaluation of existing authentication methods for PMIPv6 

 

Authentication Anonymity 

A1 A2 A3 MN MAG LMA AAA  

PMIPv6 [1] AAA − − − − − − 

Ticket-Based Authentication [33] AAA No No No No No No 

Secure and low latency handoff scheme for proxy mobile IPv6 [34] AAA No No No No No No 

Mutual Authentication Scheme [35] AAA Yes No Yes No No No 

Certificate-based public key authentication mechanism [36] LMA Yes No No No No No 

Symmetric encryption based challenge-response mechanism [29] AAA Yes No No No No No 

C-PMIPv6 [38] LMA Yes No No No No No 

Enhanced symmetric encryption based challenge-response mechanism [32] AAA Yes No No No No No 

SF-PMIPv6 [24] MAG Yes Yes Yes No No Yes 

SPAM [22] MAG Yes Yes Yes No No Yes 

 

   A1: Authentication Component; A2: MN-MAG Mutual Authentication; A3: MAG-LMA Mutual Authentication 

 

 

 

4.0  CONCLUSION 

 

The Proxy Mobile IPv6 was suggested to be utilized to enable a 

network-based mobility support, as it does not need a mobile 

host to be included in the mobility signaling. In the specification 

of the Proxy Mobile IPv6, a procedure for authentication is 

needed during the initial registration process to access the 

network. This study discussed the critical issue of authentication 

methods suggested for the Proxy Mobile IPv6 network namely 

user anonymity. The findings of this study revealed that many of 

the past studies have ignored the area of anonymity, which is an 

important criterion for privacy. In conclusion, suitable protocols 

for authentication with common limitations of the wireless 

networks, such as having low network bandwidth, low 

computational power at the mobile terminals, and high channel 

error rates, have to be developed to preserve anonymity and 

making them untraceable.  
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