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Data transportation over resources constraint and noisy channel of wireless sensor network (WSN) is very
challenging in term of guaranteeing the data survival along the transmission. However, with the
convergence of different research areas such as routing, source and channel coding techniques, the WSN
technology has successfully been tremendously developed. This paper proposes an on-the-fly data recovery
(ODR) scheme using network coding in order to enhance the robustness of the network against packet loss.
Along with the ODR scheme, the packet loss formulation is presented while a network model for a network
coding designed is also introduced namely for erasure channel. The data generated by the sources are
transferred to the destination through relay nodes via three transmission paths. In ODR process, the lost
packet is recovered by a relay node by listening to the transmission of two adjacent nodes and performing
the XOR operation on the listened packets. We provide the analytical study on network coding performance
and conducting the simulation experiment to verify it. In the simulation studies, we have also compared the
performance of the network using network coding with and without packet recovery. The result shows that
the number of packet loss has been reduced significantly using the proposed scheme compared to the
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network with normal network coding.
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1.0 INTRODUCTION

The WSN technology consists of many self-organized sensing
nodes [1] which is currently becoming a platform for various
applications such as environmental monitoring, hazardous
environment exploration, and military tracking [2]. The
development of WSN is very challenging in order to satisfy several
constraints such as low power consumption, small buffer size, slow
transmission rate and limited processing speed [3]. If the size of the
data handled is large, the data should be compressed or coded in
such a way that the transmission speed can be compromised.
Network coding concept that was first introduced in [4] has the
capability of enhancing the reliability of transmission in WSN by
reducing the number of packet loss [5]. Based on network coding
concept, instead of just forward the received packets, the
intermediate node will combine them and create one or several
output packets [6].

Network coding is known with its ability to improve the
throughput [7] and reduce the energy consumption of the network
[8]. Network coding has been used for various applications. As
reviewed in [9], network coding has been adapted in multimedia
applications for error control. Besides, network coding is realized
based on fountain codes approach in order to achieve low-
complexity characteristic of the network as described in [10].

Regarding the protection and recovery schemes, the authors in [11]
have proposed mathematical programming model for network
protection against single link error using network coding. However,
the formulation focus on reducing cost while the packet loss
formulation is not provided. Besides, the data protection is also
demonstrated using network coding coupled with multipath routing
where redundancy of transmission in multipath routing is exploited
in order to realize the data recovery in underwater sensor networks
[12] and in wireless body area networks [13]. Though, the proposed
algorithm is limited for specific network topology. Furthermore, the
loss recovery has also been implemented in vehicular safety
communication where multiple packets transmitted by different
vehicles is combined into a single transmission [14]. However, this
scheme is limited to only one hop.

In particular, we consider the problem of reducing the energy
consumption and increasing the throughput of the network in WSN
using network coding as explained previously. In this paper, we
introduce data recovery scheme using network coding couple with
multipath transmission and investigate the benefit of the scheme in
reducing the number of packet loss in WSN. The proposed scheme
is deployed in flexible grid network arrangement where the
topology can be extended depending on the application.
Performance of the proposed mechanisms is analyzed using
simulation. The remainder of this paper is organized as follows.
Network coding concept are reviewed and summarized in Section
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2.0. System model, analytical study of network coding and data
recovery scheme are described in Section 3.0. The performance
analysis, result and discussion are described in Section 4.0. Lastly,
Section 5.0 presents the conclusion.

HM2.0 NETWORK CODING CONCEPT

Network coding which has become one of the popular research
areas in information theory since few years ago is applicable in
practical networking system [15]. Through the following example,
we are going to review the concept of network coding. Firstly, let
X and Y are two nodes that are going to exchange information.
However, they are not in transmission range among each other. The
only communication can be made is via a relay node located
between both nodes. Therefore, let S be an intermediate node
between X and Y as illustrated in Figure 1.

Let a be the data from X to Y while b be the data from Y to X.
When conventional transmission method is used, four
transmissions are required to complete the data exchanging
procedure. In the first transmission, T1, X sends data a to S while
in the second transmission, T2, data b is sent from Y to S. Then, S
sends data a to Y in the third transmission, T3, followed by
transmission of data b from S to X in the fourth transmission, T4.
The process is illustrated in Figure 2.

The total number of transmissions of the conventional method
can be reduced from four to three transmissions if network coding
is used. Based on this method, first transmission, T1, and second
transmission, T2, are remain the same as conventional method.
However, in the third transmission, T3, instead of transmitting data
ato Y, S broadcast the combination of both data a and b to both X
and Y. The combination process involves XOR operation on data a
and b. The combined data received by both X and Y can be decoded
by re-XOR the received data with the original data possessed by
both nodes at the beginning of transmission procedure. The process
is shown in Figure 3.

3.0 SYSTEM MODEL
3.1 Network Model

A network model is designed and being used with the proposed
algorithm while the performance of the system is analyzed through
simulation studies. The network model consists of three parts called
source, relay and destination. There are two nodes in source part
that provide data streams in the network. The data from source part
is passed to the relay part. Network coding is applied at the first
node of a path in relay part where only one path will be transporting
the coded data. In order to realize the proposed mechanism, a
certain network must be able to provide three transmission paths
without any overlapping nodes. In other word, one particular node
can only belong to one path. Relay part of the proposed network is
arranged in a grid form of three column with h nodes per column
where h is the number of hops. Each column of the network model
establishes one transmission path. In the last part, three receivers
will collect the data of each path before passing to the Data
Processing Unit (DPU). Figure 4 shows the proposed network
model.

3.2 Network Coding Design

Packet loss of the data transmission in noisy network cannot be
avoided. However, it is known that network coding is capable to
reduce the number of transmissions as described in Section 2.0.
Therefore, if the number of transmission in the network is fixed, the

number of packet loss can be reduced. The data encoding process is
handled by a certain node using a simple XOR operation on two
input packets. For example, let us refer to Figure 4 and let A be a
data from source S1 and B is a data from source S2. The XOR
process will be done by node Ri2 since the node has two input
packets from both sources. The encoding process will produce a
combined packet or encoded packet, A-XOR-B and the packet will
be passed through the same path to the destination using normal
transmission. Besides the transmission of the encoded data, both
original data A and B are also transported to the destination through
the other two paths respectively.
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Figure 1 Node S as an intermediate node for node X and Y
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Figure 2 Four transmissions are required for exchanging data between X
and Y

T3 aXORb aXORb

Figure 3 Three transmissions are sufficient for exchanging data between
XandY
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Figure 4 System model used in the simulation

At the destination, the DPU will first identify the original data
A and B. If one of those data is missing, the DPU will then identify
the third received data which suppose to be the encoded data. The
encoded data will be decoded using the original data received in
order to recover the loss data. If the encoded data is also loss, then
the DPU will only send the first original data received to the upper
layer while the other one is considered loss.

The total number of packet loss in the transmission of a group
of packets is directly proportional to the probability of packet loss
of the network. Hence, the increment or decrement of total number
of packet loss will follow the trend of the total value of packet loss
probability of the network as shown in (1) where ke is the number
of packet loss, K is the total number of packets and Pe is the loss
probability of a packet when it is transported in the network.

ke = KP: )

Meanwhile, the probability of a packet loss in the network, Pk,
is closely related to the packet loss probability of every single link
in the network, pi where i =1, 2, 3, ..., h, h is the total number of
links (or number of hops) in one particular path. The probability of
a packet loss of I-th path with h hops is shown in (2).

h
P, =1-T]@-p) @
i=1

If the probabilities of packet loss of all the links in the path are
assumed to be the same which is p, equation (2) can be reduced to

P.=1-(1-p)" 3

The loss probability of a transmitted packet also affected when
the number of paths that transported the same packet is increases.
The relation between Pe and the number of paths, L is given as

L
PeL = H P 4)
I-1

The packet loss probability, Pe, in the case where the packet
loss probabilities of all links are the same which is p, is expressed

by
P, =R" 5)

It is known that network coding can only be applied when at least
two packets are transported in a certain transmission session. In this
paper, we will only consider the transmission of two packets per
transmission session with network coding. Based on Fig. 4, the
encoding process will be done at node R, in the second path and
the output packet will be sent to the destination through the path.
Meanwhile, the two original packets will also being transmitted to
the destination through the other two paths respectively.

Now, let us review the example in section 3.2. Note that, the
survival of data A in the transmission depending on the survival of
transmission in the first path or the survival of both second and third
paths. If this condition is void, data A will be loss. Let us see the
probability of survival of data A in the transmission session. Firstly,
the survival probability of data A in the first path, Pa is given by

PA,l =1- PE'l (6)

Next, the probability of survival of data A-XOR-B and data B
in second and third paths while data A in first path is loss is as

follows
Pros = PE,l(l_ PE,Z)(]-_ PE,3) (7

Therefore, the probability of data A is loss in the transmission,
Pea, is expressed by

PEA =1- (PA,l + PA,2,3)
=1- ((1_ PE,l) + PE,l(l_ PE,Z)(l_ PE,3))
=P (Pe, + Py — P oPes) (8)

Let the loss rate of every links be the same and the number of
link in every path is assumed to be similar. In the same transmission
session, the loss probability of any data in the network with
network coding is shown as follows

P=2P°-P° ©)

In (9), Pe is obtain from (3) and if the number of hops, h, is
equal to one, then Pk is equal to p. The mathematical model here
will be analyzed and compared to performance of the proposed
algorithm through simulation experiment in Section 4.0

3.3 On-the-fly Data Recovery Process

The work is extended with the aim of improving the reliability of
data transmission. To achieve the aim, instead of applying the
network coding through end-to-end basis, we exploit the capability
of network coding in recovering the lost packet and use it per hop
basis. Hence, the On-the-fly Data Recovery (ODR) process has
been introduced. ODR process is able to recover the lost packet as
soon as after packet loss is detected in the middle of transmission.
The on-the-fly terms is referred to the ability of the process to
recover the lost packet at the intermediate nodes instead of at the
destination node as in conventional method. It is known that as a
packet travel through several hops in the network, the probability
of the packet to be lost will increases. As a result, the probability
of successful recovery process will reduces when the probability of
packets reach the destination decreases. On the other hand, the
ODR process conducted at the intermediate node allows the lost
packet to be recovered immediately with higher possibility
compared to the recovery process at the destination. Therefore, the
throughput of the network will be improved subsequently.

The details of the ODR process are described as follow. The
ODR process will start by a certain node when it fails to receive a
data from its previous node after a certain waiting period. We are
going to call the node as ODR node and the path that the node
belongs to is called ODR path. The waiting period is obtained based
on Time Division Multiple Access (TDMA) method where the
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node will be given a time slot to transmit their data. Hence, a node
can predict when the data should be transmitted by the previous
node. If there is no data received at the predicted time slot, the node
will begins the ODR process.

During the process, ODR node will listen to two transmissions
from the other two paths. Both obtained data will be XORed to
recover the lost data. Instant recovery can be done if there are two
nodes, each from different path, which are in transmission range of
the ODR node. However, if only one node of the non-ODR path is
available, then the ODR node will listen to that node first. The
transmission is continued until there is one node of ODR path and
one node of the non-ODR path that is unavailable earlier that are in
transmission range of each other. However, the node of non-ODR
path is required to have the transmission time slot before the time
slot hold by the current ODR node so that the node will be able to
listen to the transmission. Then, the recovering process will be done
by the ODR node

4.0 RESULTS AND DISCUSSION

Let us now analyze the result of the simulation experiment. For this
simulation, the first hop is counted starting at the transmission of the
first relay node to the next one. In short, the transmission from the
source to the first relay nodes is assumed to be error free. In the first
experiment, the performance of the network with three transmission
paths is determined. The average numbers of packet loss for the
transmission of 6144 packets using the network with and without
network coding (NC) are compared as illustrated in Figure 5. Based
on the figure, the number of packet loss is low in the transmission
with NC at probability of packet loss less than 0.5. When the loss
rate exceeds 0.5, the transmission with NC shows more packet loss
than without NC. This is due to the insufficient number of received
packets that can be used to reconstruct the loss packet as more than
half of the total packet s is lost during the transmission. However,
since 90% of wireless links of WSN have less than 0.005 packet loss
probability [16], this occurrence will not significantly affect the
performance of the WSN system.

Furthermore, the effect of the different number of paths used in
the network is also examined. The simulation is carried out by
varying the number of path from one to six. Besides, the simulation
is repeated with the increment of the number of hop, h, from one to
three hops. The result is shown in Figure 6. According to the figure,
the increment of the number of path has reduced the number of
packet loss. The reason is that the uses of many transmission paths
will ensure higher availability of connection between the source and
destination. When a path is failed for example, there are more paths
that still available to transport the lost packet of the failure path. On
the other hand, as the number of hop is increasing, the number of
packet loss will also increase as proven by the expressions (2) and
3).

Besides, we have also conducted two simulation experiments
in order to determine the effect of applying ODR process on the
performance of the system. The simulation is carried on using the
three transmission paths network based on Figure 4 with network
coding applied. The simulation is repeated 20 times and the average
value is taken. For the first experiment, the packet loss probability
of every link is set to 0.2 while the number of hops is varied from
two to eleven. The result of this experiment is illustrated in Figure
7. For the second experiment on ODR process, we fix the number
of hops to two while the packet loss probability of every link is
varied from 0.02 to 1 and the result of the experiment is shown in
Figure 8.

Based on Figure 7, it is clearly shows that the number of packet
loss is reduced significantly using the proposed recovery algorithm
when the number of hops of the network is increased. The reason is

that the ODR process is done per hop basis, which allow the lost
packet to be recovered as soon as possible. Meanwhile, Figure 8
shows that the number of packet loss is reduced considerably
especially at the loss rate lower than 0.7. The recovery process per
hop basis improves the packets survivability in every hop and hence
the probability of recovery process to be successful will be higher.
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5.0 CONCLUSION

With the ability to enhance the throughput of the data transmission
in wireless network, the NC has recently caught the eye of many
researchers and becoming one of the subjects in their research
works. In this paper, an on-the-fly data recovery scheme is
proposed that couples NC and multipath data transmission in WSN.
We first introduced a network model that has been used to study
the performance of the proposed scheme. Then, we provided the
analytical studies on the performance of network coding and
followed by the simulation experiment in order to determine the
effect of network coding on the performance of the system. Next,
the performance of the system is examined through simulation in
order to find out the benefit of the proposed recovery scheme
compared to the normal NC. The result has confirmed that the
proposed algorithm is able to reduce the number of packet loss in
the transmission significantly.
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