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Graphical abstract Abstract

VURNERABLE ACCOUNTS OF EACH In the last decades, some extensive research explored new algorithms and protocols
FACULTY how fo secure data or user information using password and username. There are new
’ methods such as biometrics. The drawback of this method is that it needs other
. hardware or device. On the other hand, the username and password combination to
authenticate user identity has been widely used because cheap and user-friendly. The
| ‘ | latter method has some weakness such as dictionary attack, brute force or other
M ININ | d il oo method. The purpose of this research to find out the weakness of freshmen chosen
' password to protect their identity in the Academic Information System. The experiment
is done in a public university in Indonesia. This research carried on around 12 faculties
and 102 departments. The freshmen at this university is around 6499 students. The
sampling method is population, so that all the freshmen student account investigated.
The first scenario is fo find out how many students use the same password as username.
The second scenario is a dictionary attack on some freshmen account that cannot be
found on the first scenario. The result of this experiment about 60% to 75% of freshmen'’s
password in each faculty can be guessed because the students used the same
username and password. Other method used in this research has been revealed more
password from freshmen.
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matches, the process confirms that the user is the real
person.

O'Gorman in his paper [2] mentioned that machine
authentication such as Secure Socket Layer Protocol,
is more secure than user authentication like using a
password. This happens because users prefer to use
the password that easy to remember, as the result, the

1.0 INTRODUCTION

Securing data and hide personal information have
been an interested topic for security researchers for
years. Some new tools were infroduced fo upgrade
the security level. The drawback of this method
sometime these tools are not easy to get or carry.

However, even the username and password is less
secure, but it still used in many applications. Some
applications still use an old method classical one way
hash function such as MDS5 to authenticate users.
According to SANS institute [1], the word
authentication means the confirmation process of
someone’sidentity. This process is looking for the same
information or data that has been saved with the
information that given by a user. If the information

password is guessable. Morris and Thomson [3] argue
that the password mechanism not only fo prevent
unauthorized user from accessing the system, but also
fo avoid authorized user to access unauthorized
resources.

The weakness of this authentfication method has
been improved these days, however the password
and username authentication system is more
acceptable because it can be accessed everywhere
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using cell phones or notebook. There are some
researches that tried to develop password
authentication method. Luo and Paul [4] proposes a
new method of password authenfication procedure
for multiple accounts. They suggest that a user that
has more than one username and password
combination for multiple account should only
remember one password called common password.
This can be a good method avoid human memory
weakness. However, once the main password has
been known, there will be more damage. Yang et al
[5] enhanced the password authentication method
by using two server authentication. This research tried
to overcome the problem that existed with multiple
server authentication. Van et al [¢] fried a different
approach using a framework for protecting the
conventional password-based authentication
protocols. In their research, it is proven that this
framework increased security of conventional
password authentication method.

However the weakness of this method mostly is not
about the system only, but also comes from the user.
Bishop and Klein [7] fried to recommend how to avoid
weak password so that it cannot be guessed. The first
recommendation is not o use the same password and
username or other personal information such as birth
date, the second is that the password should not be in

LOGIN PAGE

about the method we use fo data collection and how
we do the penetration tested. Section 4, we show the
result by department. In this section, we also compare
the result of each breakable password using different
methods. Finally, we make our conclusion in section 5
with general recommendations of how fo upgrade
the system so it can be more secure.

2.0 LITERATURE REVIEW
2.1 Academic Information System

A university has implemented online registration
system. This system is really powerful and also keep a
lot of information about the students such as students’
personal detail and their academic records.
Accessing the system for the first time, the students use
their student number as username and also password.
Next, they are required to fulfill their personal detail so
the server calculate the fuition fee based on their
data. As a result, this information system contains all
personal data of every student in A university.

The authentication method used in this system is
classical password authenfication method. Detail
procedure of this authentication method is shown in
Figure 1.

\4

USERNNAME AND
PASSWORD

Figure 1 Authentication procedure

a dictionary.

Every organization, including educational institution
also implements one or more of many authentication
methods [8]. Our research object is A university that
adopts its student information system using password
authentication. In this system, a student will only be
provided with services if his or her identity can be
identified. This information system will be explained
clearly in the next section.

Our research focuses on guessing chosen password
by the freshmen of a selected university (called A
university), whether the account can be hacked into
or not. This paper has been shown to authorities of the
system in A university to be patched before it is
published. Our method of guessing password using
brute force attack and dictionary attack using
common words. There are two types of brute force
attack, offline and online brute force attack [5]. In our
experiment we used online brute force and dictionary
attacks.

This paper is organized as follows. Section 2 gives
infroduction to online user registration system in A
university, security tferms, and other literature reviews
related to authentication. In Section 3, we discuss

A student goes to the login page, enter their user
and password. The user name and password sent fo a
php processing page. This script encrypts the entered
password, then query the database for the username
and encrypted password. If arecord is found, the user
will be redirected to a main page. If the login failed,
the user will be shown a login page again. The table
structure for login usually as shown in table 1.

Table 1 Table structure for login

username password

Student number Encrypted
PassSWors

Student number Encrypted
passwors

The problem on the system, there is no limitation on
error trial, so the brute force or dictionary can be used
against the system. Another drawback of the system is
that on the system, users are not forced to change the
password when the first time they log in. finally, the
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system should help user to choose the more secure
password.

2.2 Brute Force Attack

Brute force attack has been known for decades. Moris
and Thomson [3] tried to guess password for UNIX
system use this brute force method. Brute force
method tried to assemble all possible combination of
characters. This will work if user chooses a short
password. Human as the weakest link in the security
threads will use an easy to remember and short
password [9]. This method of attack will not work if the
user choose a longer password, because this method
will need more fime if the password is longer than 8
characters. Users usually depend on the system when
they create a password. Bank System requires more
complicated password than an online chat system
[10]. According to Riley [10], most users never change
their password.

2.3 Dictionary Attack

DellAmico et al [11] mentioned that the most
effective wayof guessing a weak password is using
dictionary attack. Based on his research using John
the Ripper. This recovery tool has been known for a
long time in the security field. John the Ripper has
multiple dictionary such as different language and
password type. This dictionary can be downloaded
easily.

Avoiding this kind of aftack, some research has
been done to password easy to remember, but
difficult for an attacker to get it from a dictionary using
mnemonic that discuss in Kuo et al [12] research.
However, Kuo et al [12] tried to create a dictionary to
crack this kind of password. The dictionary attack is
based on the word list that will be accessed at a time
for a given user name.

2.4 Dictionary Attack Countermeasure

There are some countermeasures that can be taken

to avoid the online dictionary attack.

a. Delayed: if the combination of username and
password are not correct, the server should reply
it with error message longer than if it is correct.
Using this method, the attacker will take more time
to do online dictionary attack.

b. Locking: this technique is used by the operating
system. After several error trials, the system wiill
hold the account for some tfimes. Most online
applications also adopted the same method,
such as Facebook or Gmail. This method id more
effective compare to the first one.

c. Captcha: captcha stands for Completely
Automated Public Turing test to tell Computers
and Humans Apart. This method asks the user to
post answer or response to a challenge, usually an
image. Figure 2 shows a capfcha challenge.

Type the two words:

Figure 2 A captcha image

3.0 RELATED WORKS

Ken and Thomson [3] carried on some experiments
about user password. In theirresearch, they found that
2,831 passwords from 3,289 passwords (around 86 %)
can be classed as 1 to 4 ASCIl characters and 5 or 6
letters with all upper case or all lower case.

Klein [13] also conducted an experiment in cracking
password from 13,797 accounts. By only using 62,727
words from the list, the password can be cracked
about 25% of the time.

Oechslin [14] tried to improve Martin Hellman
research [15] using pre calculated data for
cryptanalysis that saved in memory. He updated
Hellman's table structure fo get a better result. In this
research, the time used for password cracking has
been shortened than the original work of Hellman.

In 1995, Ding and Horster [16] research on
undetectable on-line password guessing attack. Their
research divided attacks into three classes. (1) On line
attack, in this type of attack, the authentication server
has to be involved in every aftack. After some failed
attack, the server logs the attacks. (2) Off-line attack,
the attacker will verify the password off-line (3). The
attack that still uses the authenfication server for
verifies the correctness of password guessing.
However, if the guess failed, the attack will start a new
session with the server. As a result, the attack will not
be detected and logged. The result of this research
showed that some 3-party protocol authenfication
that should be protected a weak password are
vulnerable to this type of attack. The drawback of this
kind of attack, it fook a lot of communication with the
server comparing to off-line afttacks.

Halevi and Krawczyk [17] tried to guest password
against public key cryptography. In their experiment,
they fried to proof that off-line password guessing will
not work if the chosen public key long enough. They
also improve the protocol by providing it two way
authentication.

Goyal et al. [18] experiment on protecting online
password guessing using authentication protocol. The
protocol requisite the client to calculate the response
based on the challenge sent earlier. Since this
calculation will take some time, its guarantee that the
attacker cannot launch a lot of attack in small
amount of time. They assembled two type of this
protocol. The first one using augmenting so that server
is not required to store password in plaintext. The latter
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is fo deal with off-line attack in case of the public key
is notin use.

Pinkas and Sander [19] think of human and machine
has a different way of seeing things. They provide a
challenge that will be easy for human and very
difficult for machine. As the dictionary aftack is a
machine, it should difficult to perform this response-
challenge method. They call it reverse Turing tests
(RTTs).

4.0 TYPE OF ATTACKS

Attack that are used in this experiment are

1) Try using the user’s ID, since the ID is the student
identification number, the first trial of the attack
will use the same username and password. So that
the file consists of the all user id will be used.

2) Using some easy word dictionary that we
compiled around 20 wordlist.

This attack is not done manually. The java text

based applicafion is built fo provide automatic
dictionary attack. First, the web based application will
be identified what script file processes the username
and password inpuf. Next, identify what variable
name it login page uses. Finally, investigate what
method that use in sending variable, post or get.
The application is designed especially for the A
university, so that it is only available for post method.
The successful result will be stored in a text file. Figure
3 shows the program algorithm.

=y

v

KRS
word
consist?

¥

=y

READ REPLY

5.0 RESULT AND DISCUSSION

Figure 4 shows that the faculty with id 3 has most
vulnerable accounts, around 79 %. Faculty with id 11,
12, 13 is new faculty that is why they only have less
students than other faculties. From this result, our
research should compare male or female students less
aware of security. Another question arises that exact
sciences faculty or social science faculty students
consider more about the security of their data. These
two questions can be answer by a survey that will be
done later after this experiment. Since we do not have
enough data from this application. The faculty 4
students are more concerned about their password
compared to 11 other faculties.

Figures 5 shows the department student’s accounts

in faculty 4 which are vulnerable to the dictionary
attack based on the same username and password.
Department 4 has the most vulnerable accounts,
about 78 %. Departments 2 and 3 have around 76 and
76 respectively. In this faculty, the students that are
most aware of security are student of department 6.
The vulnerable account is only about 42 %. Since
faculty 3 has only one department, the experiment will
provide the deparfmental break down results on
faculty 1 and faculty 10.
Figures 6 shows department student accounts in
faculty 1 which are vulnerable to the dictionary
attack. Department 3 has most vulnerable accounts,
about 93 %. Department 10 only has 47 % vulnerable
accounts.

Figure 3 The flowchart of guessing password application
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Figures 7 shows department student accounts in
faculty 10 which are vulnerable to the dictionary
attack. All the department has above 60% vulnerable
accounts. The highest vulnerable account rate is in
department 1, about 86 %, then followed by
departments 2, 3 and 4 about 81%, 79% and 66 %
respectively.

VURNERABLE ACCOUNTS OF EACH
FACULTY
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Figure 4 Vulnerable accounts of each faculty in A
university
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Figure 7 Vulnerable accounts of each department in
faculty 10

6.0 CONCLUSION

The most vulnerable accounts are owned by social
science faculty students. Faculties 3, 10, and 1 have
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more than 75% account vulnerable to the dictionary
attack using the same password as username. The
system should avoid this by forcing the freshmen to
change their passwords during the first time they log
intfo the system. Avoiding weak password the system
should require password the combinatfion of
alphanumeric character and special characters.

Locking and delayed should also be implemented
to make attacker a lot harder fo guessing password or
it will be time consuming guess password activity.
Another help is fo apply captcha for every login
attempt.
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