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Graphical abstract 
 

 

Abstract 
 

The widespread usage of Wireless sensor networks in various fields and application 

make it vulnerable to variety of security threats and attacks. These security attacks 

occur when an adversary compromised a sensor node by inject false measurements 

and divert real time network traffic. Sinkhole and Blackhole attacks are very common 

attacks in network, where an attacker advertises un-authorized routing update in 

network. To deal with these types of attacks, there is a need to tighten the network 

security and prevent from attackers. In this study, we discuss security threats and 

presents the effects of Black and Sink hole attacks. Further, the study presents related 

work and current issues in wireless sensor network. The simulation results illustrated that, 

how these attacks affect the network performance.  
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1.0  INTRODUCTION 
 

The rapid development and advancement in 

information and communication technologies 

introduced a tremendous Wireless Sensor Networks 

(WSNs), which are made up of tiny and low cost 

sensors with limited processing and computing 

capabilities. These spatially scattered sensor nodes 

can measure various types of information from the 

environment and can make response to events. The 

Ad-hoc  and infrastructure free deployment nature of  

WSN make it easy to use for various purposes such as 

military, health, environment monitoring, emergency 

disaster relief and scientific data gathering [1-3]. In 

WSN network, various different types of sensor nodes 

are communicating with each other through multi-

hop wireless network. Furthermore, sensors consists of  

three sub-systems to perform the different tasks like, 

processing subsystem performs local data 

computation and processing, the main task of 

communication subsystem is to exchange the sensed 

data with its neighboring sensors. Finally the sense 

subsystem senses the phenomena where it is 

deployed [4, 5]. Often the collected data is an easy 

target for adversaries to perform Denial-of-Services 

(DoS) attack since the collected data is disseminated 

through insecure medium or channel, however, in 

order to prevent from these attacks network requires 

a secure system in WSN.  

The remaining paper is organized as follows. The 

brief overview about the necessary security 

requirements are presented in Section 2. Section 3 and 

4 present the sink and black hole attacks. The 

simulation results are presented in Section 5 and also 

discussed the effect of these attacks on network.  

 

 

2.0  SECURITY REQUIREMENTS FOR WSNS  

 
Usually, the sensor nodes are organized with 

unattended manner to monitor and collect the data 

which causes many security threats to Wireless Sensor 

Networks (WSNs). Data Confidentiality, Integrity and 
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Availability are major concerns and hence must be 

considered before the deployment of such kind of 

networks. Data Integrity measures the trustworthiness 

of the information provided by the sensor network, the 

quality of information received which helps in making 

decision. Similarly Data Confidentiality addresses the 

need to ensure that collected data from the sensor 

network will not be available to un-authorized users. 

Several cryptographic based security  approaches 

have been proposed, which are based on symmetric 

encryption to preserve data confidentiality [6, 7]. In 

these encryption based schemes, the public keys are 

encrypted and the distribution of keys extremely 

robust [8, 9]. Due to dynamic nature of WSNs,  

sometime it is so difficult to deploy pre-installed shared 

keys among node and with base station [10]. Various 

approaches have been presented to secure WSNs, 

and protect from attackers (RW Anwar, 2015). Some 

approaches are based on central access control and 

some are use extra communication for every 

message.  In WSNs, every node should be self- 

organize and healing capabilities in order to secure 

network from attackers.   

Secure node localization is another equally vital 

requirement for WSNs, because it is important to 

locate sensor nodes automatically and accurately, 

therefore there is a need to find and rectify the 

network faults. In WSN, the adversary node creates 

inaccurate location information by displaying wrong 

signal strength and replaying messages. To address 

this issue, a  Verifiable multi-literation (VM) was 

proposed in [7] to ensure location consistency. In VM, 

two methods are used to find exact and accurate 

location: authentication ranging and distance 

bounding. Data authentication considered as 

another important security requirement in WSN for 

receiver to verify that the data really originates from 

the claimed sender. All these requirements are 

essential to secure WSNs. Figure, 1 shows the important 

security objectives and attacks in WSN.   

 

 
 

Figure 1 Security objectives and attacks in WSN 
 

 

Brief descriptions of these attacks are as follows:   

 

 

 

 

3.0  SINKHOLE ATTACK   

 
This type of attack occurs at network layer, in which 

an adversary attempts to attract all the network traffic 

from a particular area and  preventing the base 

station from receiving the data from other nodes [11]. 

Moreover, by including false routing information into 

compromised node an attacker launch other attacks 

such as Sybil attack. Subsequently the compromised 

sensor node reject to forward messages and drop 

them [12]. The WSN network supports multiple 

communication patterns, where numbers of nodes 

send data at a time to one base station, this type of 

situation is favorable for sinkhole attacks. Furthermore, 

sinkhole attack does not attack on all sensor nodes, it 

only attack on that node which is near with base 

station. The Figure 2a shows the WSN network before 

or after sinkhole attacks, where node 3 can 

communicating with base station through node 2 and 

considered as a shortest route in network. On the other 

hand, in Figure 2b shows the sinkhole attack, where 

node 1 compromised and broadcast false 

information. The false information is about wrong 

shortest route to base station and other sensor nodes. 

In addition, the sensor node 3 is communicating by 

node 1 and leads to false route propagation.   

 
Figure 2 (a) WSN scenario without sinkhole node (b) WSN 

scenario with sinkhole node 
 
 

To detect the sinkhole attacks in WSNs is a 

challenging task due to the dynamic nature and 

communication patterns of network. The sensor nodes 

communicate with base station and make a route 

through other nodes, and this is an open opportunity 

for intruders, where they capture and compromise the 

sensor node by modifying its contents.  Various 

different types of approaches have been designed to 

addressed the sinkhole attacks based on detection, 

rule, prevention, hybrid and statistical approaches 

[13]. However, due to resource constraint nature of 

WSN, most of previous approaches are not suitable. In 

addition, the detection based approaches search 

anything unusual or can detect the node misbehavior 

in network [14]. On the other hand, rule based 

approaches are designed for intrusion detection 

systems, where every node sends and receive rules 

packet and monitor those nodes, which are violate 
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the rules [15]. The statistical approaches are based on 

certain nodes activities. The prevention based 

approaches are refer to the node, where data 

authenticity and integrity of packets transmitted 

between the nodes with in the network. Finally, the 

hybrid approaches are composed with  the 

combination of cryptographic and  node abnormal 

behaviour detection to encounter sinkhole attacks 

[16]. The comparison of previous approaches are 

show in Table 1
 

Table 1 Proposed approaches for sinkhole attacks in WSN 

 
S/No Approach  Description  

1 Centralized detection 

Approach [17] 

In this work authors were proposed a centralized strategy to detect 

suspicious region in the WSN and using geo-statistical hazard model 

and distributed monitoring approach to overcome sinkhole attacks. 

2 Agent detection based 

Approach [18] 

The authors proposed an agent based approach to verify trusted 

node neighbors in three-step negotiation process which defend 

against malicious node. 

3 Prevention Based  Approach 

[19] 

In this work authors proposed cryptographic approach based 

protocols RESIST-O and RESIST-1 to deal with sinkhole attacks. 

4 Non Cryptography detection 

based approach [20] 

In this work authors deployed mobile agent based defense 

mechanism using non-cryptographic approach against sinkhole 

issues in wireless sensor networks. 

5 Prevention based approach 

[21] 

The authors proposed cryptography based message digest 

protocol for sinkhole attack detection. 

6 Hybrid Approach [16]  Author combined two approaches: signature and anomaly, which 

are based on detection mechanism of sinkhole and sleep 

deprivation attacks. 

7 Detection based approach [14]  The authors proposed received signal strength indicator (RSSI) with 

the help of extra sensor node to perform monitoring and to detect 

sinkhole attack. 

8 Detection and rule based 

approach [22] 

In this work authors used rule-based approach to identify sinkhole 

attack.  

9 Distributed rule and detection 

based approach [23] 

Authors defined distributed rule-based detection mechanism to 

identify and exclude the sinkhole based compromised node from 

the network. 

 

 

4.0  BLACKHOLE ATTACK IN WSN   

 
Another severe security threat in WSN is a Blackhole 

attack, where intruder capture and compromised 

with a group of sensor nodes and creates a forged 

routing. This process blocks the data packets and turn 

the packets to the base station and encountered 

misbehavior attack. Due to this attack, the network 

disturbs and degrades the network performance in 

terms of increasing throughput and end-to-end delay. 

The Figure 3a, shows the total 9 nodes in network, 

where 6 (N1-6) nodes are normal and 2 (R1, R2) are 

routers and 1 coordinator node.  The sensor nodes are 

sensing the data and further forward to coordinator 

node for further processing. Figure 3b depicts the 

Blackhole attack on router node (R2) in a network.  

 

 
 

Figure. 3 (a) Normal data forwarding (b) Blackhole attack  
 

In Figure 3 node R1 wants to send the data packets to 

R2 through coordinator node but R2 is compromised 

due to Blackhole attack and establish fake route by 

changing the routing table entries. Blackhole node 

absorbs all traffic from R2 and coordinator node and 

not forward the data packets to other nodes (SN4, 

SN5, SN6) for further processing. Due to Blackhole 

attack on R2, the data will not reach to destination 

node. The effect of Blackhole attack is observed in 

terms of decreasing throughput and gradually down 

the network performance. 

Different strategies have been designed to 

address Blackhole issues in network. In the work [24] 

authors studied the security needs of Wireless Sensor 

Network (WSN), and briefly highlight the security 

properties. In another study [25] authors proposed 

novel approach about the detection of  DoS attacks 

in cluster based network. Authors claimed the 

approach for decreasing energy consumption and 

improved network security. Some proposed studies 

related to Blackhole attack are presented in Table 2.  
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5.0  SIMULATION RESULTS 

 
5.1  Blackhole Attack 

 

The experimental evaluation is carried out through NS2 

simulator where we evaluate the impact of Blackhole 

attack in Wireless Sensor Network (WSN). The 

simulation parameters are set with 8 sensor nodes, 

where 6 (n1-n6) are normal and 2 (r1, r2) are router 

nodes. The simulation running time is set with 60 

minutes and coverage area is set with 200 X 200 

meter.  

 
 

Table 2 Proposed approaches for Blackhole attacks in WSN 

 
S/No Approach Description 

1 Deployment based 

approach [26] 

In this study authors proposed a multiple base stations approach which is deployed in WSN 

to counter the impact of Blackhole on data transmission.  

2 Detection based 

approach  [27] 

In this work authors proposed two modifications to lightweight medium access control 

protocol to deal with communication jamming and Blackhole issues. 

3 Prevention based 

approach [28] 

In this work authors studied and propose a protocol to deal with security in sensor network 

and to prevent against Denial of Service attacks. 

4 Detection based 

approach [29] 

In this study authors used intelligent agents called Honeypots which detects Blackhole 

attacks in wireless sensor networks. 

 

 

In this first scenario we test the network under 

normal network conditions, without any compromised 

node, where sensor nodes are communicating with 

each other and with routers without any delay and 

packet dropping.  

Results clearly show in Figure 5 the smooth network 

data flow with 0% drop ratio in the absence of 

Blackhole attack. In Blackhole attack malicious node 

falsely advertises wrong path information and with 

malicious intention to drop all data packets received 

as shown in Figure 6.  

In Figure 7 clearly shows the results with Blackhole 

attack, where node compromised disseminate with 

high sequence number as a fresh route to the 

destination and packet dropping is on high level.  

 

 
 

Figure 4 Sensor traffic flow without Black hole attack  
 

 

 
Figure  5 Network results without Blackhole attack  

 

 
Figure 6 Blackhole attack in WSN 
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Figure 7 Packet dropping in WSN  

 

 

5.2 Sinkhole Attack 

 

In order to check the effect of sinkhole attack in 

Wireless Sensor Network, by simulating in NS2 simulator. 

We formed the network with the parameters given 

table 4, in this first testing scenario network is 

configured normally without any Sinkhole attack. In 

simulation setup, the total sensor nodes are 4, where 3 

are normal and 1 is base station. Simulation time is set 

with 15 minutes, with tree topology. The total 

coverage area is 200 X 200 meter. It is observed in 

Figure 8, that all 3 nodes (n1, n2, n3) are 

communicating normally with base station (s1), where 

node n3 sends the data packets by n2 and n1 

respectively and send directly to base station.   

 

 
Figure 8 Normal process in WSN 

 
 

Figure 9 clearly shows the normal flow of traffic in WSN 

and drop ratio is 0 %. 

 

 
Figure 9 Normal scenario with packet dropping 

 

 

In second simulation setup, the operation of WSN 

with sinkhole attack is, Figure 10 clearly shows the 

effect of sinkhole and attract network traffic. Sinkhole 

attack disrupts the communication flow and offer 

quickest path to base station in a network. The 

sinkhole node comes with fake route information to 

base station. In this scenario node 3 is a malicious 

sinkhole node which drops all the packets and not 

forward any data to base station. Figure 11 shows the 

packet dropping due to sinkhole attack in network.   

 

 
Figure 10 Sinkhole attack in WSN Network 

 

 
Figure 11 Sink hole attack and Packet drop statistics  



80                               Raja Waseem Anwar et al. / Jurnal Teknologi (Sciences & Engineering) 78: 4–3 (2016) 75–81 

 

 

WSNs are constantly getting the attention due to the 

fact that they are used in various applications and 

domains. However, due to changing nature of these 

networks, different types of attacks make network 

vulnerable. Sinkhole and Black hole attacks are just a 

few examples of false communication and packet 

drop due to compromised nodes. In order to develop 

a secure system for these networks, design an efficient 

mechanism is still a challenge for scientific community. 

In order to protect network from these attacks 

different types of approaches have been proposed, 

but the limited energy and low battery power are 

main obstacles for the deployment of advance 

techniques.  

 

 

6.0  CONCLUSION 

 
Despite the widespread usage of Wireless Sensor 

Network (WSN), the network has been suffered from 

various attacks such as black and sink hole attacks. In 

these attacks, the network faces the end-to-end 

delay, packet loss issues.  In this study, through 

simulation, we examined these two attacks and 

observed the network performance. Furthermore, the 

results showed that Therefore, there is a need to 

develop an secure and smart detection approach to 

prevent the network from any loss in terms of  data 

packets and detect black and sink hole attacks earlier 

in network. After aforementioned review and 

experiment results, study recommended that the 

system architect should care about important security 

requirements in all levels.  For future work, we plan to 

design and develop more complex sinkhole and 

black hole attack scenarios and explore more for 

future researchers.  
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