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Abstract 
 

The Substitution box (S-box) is one of the core of Advanced Encryption System (AES) 

implementation and the only non-linear transformation. It is consumed most of the power in 

AES hardware. This paper present a low-complexity design methodology for the S-box/ 

InvS-box which includes minimising the comprehensive circuit size and critical path delay, 

scaling down the transistor size, along with selecting an advanced technology for an 

optimised CMOS full custom design. The area of the circuit is about 39.44 µm2, while the 

hardware cost of the S-box/InvS-box is about 147 logic gates, with a critical path 

propagation delay of 3.235ns. 
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1.0  INTRODUCTION 
 

Hardware implementation of the AES consist of the S-

box which occupied the most expansive building 

block and the multiplicative inversion is the most 

complicated steps of the S-box transformation. 

Implementation of an S-box in a SubBytes 

transformation operates on individual bytes using a 

substitution table (S-box) containing a permutation of 

all 256 possible 8-bit values. It have two 

transformations, firstly byte replacement, with its 

multiplicative inverse in the finite field GF(28), using the 

irreducible polynomial p(x) =x8+x4+x3+x+1 and 

secondly, an affine transformation over GF(28). For the 

decryption operation, an inverse S-box is obtained by 

applying an inverse affine transformation, followed by 

a multiplicative inversion in GF(28).  

This proposed design focuses on area-efficient full-

custom CMOS implementation using the composite 

field technique for the AES S-box. Several existing 

different construction schemes using composite field 

are found in [1], [2] and [3]. Daemen and Rijmen [4] 

propose the first efficient hardware implementation of 

the multiplication inversion in GF(28), by decomposing 

the finite field GF(28) to its sub-field GF(24), which leads 

to low complexity in hardware. Furthermore, Rudra et 

al. [3] and Wolkerstofer, Oswald and Lamberger [5] 

decompose the elements of GF (28) into GF(24)2 to 

implement the multiplicative inverse in SubBytes and 

[5] implement it in ASIC implementation. The 

transformation matrix from GF(28) to GF(22)2)2 is 

proposed by Satoh et al. [1] and is claimed to be the 

most minimised hardware implementation to date, 

with a gate complexity of 5400 gates. Mentens et al. 

[6] also use the same approach as Satoh et al., [1] but 

with different polynomial coefficients, and achieve 

slightly better optimised hardware than that by 

Marioko and Satoh [7]. Other efforts towards the 

efficient implementation of the S-box include those by 

Canright [8], Burns et al. [9] and Liu and Parhi [10], 

which further improve the performance in area, power 

and delay.  

This paper also take the advantage of a full custom 

design using state of the art CMOS processes make it 

possible to scale all the transistors down with process 

scaling, without deteriorating the overall performance, 

while increasing speed in most cases. This leads to a 

smaller chip area. Another design method is through 

using advanced process technology that leads to a 

reduction in the die area. 
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2.0  NEW AES S-BOX/ INVS-BOX                   

ARCHITECTURE 
 

New S-box/ InvS-box architecture employs 

combinational logic using composite field arithmetic 

based on Satoh et al.’s work [2] and polynomial 

coefficients and the implementation of constant 

multiplication with λ optimised by Mentens et al. [6]. 

This architecture is implemented using XOR circuits, 

multiplexers, and basic logic gates. 

The optimization techniques for the low-voltage 

and low-area composite field S-box implementation 

has been further enhanced by using six-transistor XOR 

gate in [12]. In comparison to [2] and [6], the inverse 

S-box for decryption is also implemented by the 

same chip. The composite field inversion by 

extending GF(28) over GF(((22)2)2) has been used to 

create compact AES implementations [2] and [3]. 

This approach was chosen to achieve small area 

design.  

First, the column vectors of the State matrix go into 

the isomorphic transformation from GF(28) into the 

composite field GF(((22)2)2), followed by inversion in 

the composite field and inverse isomorphic 

transformation. Then an affine transformation is 

carried out to create the cipher data. This can be 

represented by the elementary transformations 

bbqqb AFFINEINVISOMINVISO    

where, b are byte elements from the State matrix, q 

are byte elements of the isomorphic mapping 

transformation, q' are multiplicative inverse elements 

of the isomorphic state, b' are the elements after 

inverse isomorphic mapping, and finally b" are 

elements after affine transformation.  The InvSubBytes 

involves an isomorphic transformation followed by an 

inverse affine transformation.  

The inversion in composite field is carried out 

followed by inverse isomorphic mapping.  This can be 

represented by the elementary transformations 

bqqqb
INVISOMINVINVAFFINEISO
   

 The affine transformation, AT operates on the GF(28) 

multiplicative inverse of bytes, b of the state matrix, 

while the inverse affine transformation AT-1 operates 

on the isomorphic affine transformed GF (28) 

multiplicative inverse of the same bytes, b 

represented by q". By performing the inversion 

operation in a composite Galois field of GF((24)2) or 

GF(((22)2)2) the S-box is optimised obtained from 

GF(28) via isomorphic mapping. Figure 1 illustrated 

the multiplicative inverse in GF(28) as extension of 

degree 2 over GF((22)2)                                                                        

The constants are chosen based on Mentens et al. 

[6] for the optimal hardware solution, so that φ = {10}2 

and λ= {1000}2, which leads to a total number of ‘1’ 

entries of the transformation matrices equal to 54, 

reduced by five from Satoh’s [2] constant 

multiplication, but this requires one extra XOR gate. It 

also has the lowest gate count and the shortest 

critical path.  

 

 
 

Figure 1 Multiplicative Inverse in GF(28) as extension of 

degree 2 over GF((22)2) 

 

 

A new proposed SubByte and InvSubByte merged 

the sub-component of the typical multiplicative 

inverse by reducing the hardware complexity of the 

circuit using a circuit optimization and minimisation 

technique consists of Stage 1, the inversion and the 

combination of multiplication in GF(24).  

Stage 1 block includes a logic optimisation of 

multiplication in GF(24), multiplication with constant, 

squaring in GF(24), and addition included in one 

circuit. CombineXAXB block is minimized for 

multiplication in GF(24) after multiplicative inversion in 

GF(24).  

 

2.1  Stage 1 

 

This architecture was developed by merging the 

transformation of multiplication in GF(24), 

multiplication with lambda, squaring in the GF(24) 

and modulo-2 addition process based on composite 

field arithmetic. The logic expression is present in the 

low-complexity formulation, and consists of 24 XOR 

gates, and 16 AND gates, with critical path delay of 

four gates. Table 1 shows a gate count comparison 

between typical composite field architecture and 

new proposed Stage 1. The input of Stage 1 be  

 

2 and 2. The output is 

2. 

  

The formulation equation for output,  of 

Stage 1 is as follows: 

 
 

                                                                      

 
                                                             

where , , , 

,  and      

 

 

 

 

 

 

(1) 

(2) 
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Table 1 Gate count comparison between typical composite 

field architecture and proposed Stage 1 

 

Architecture Total 

num. of 

XOR 

gate 

Total 

num. of 

AND 

gate 

Critical 

path delay 

multiplication in 

GF(24) 

multiplication with 

lambda 

squaring in GF(24)  

modulo-2 addition  

[2, 7, 11] 

37 9 6 

Stage 1 24 14 4 

 

 

2.2  Simplification of multiplicative inverse of nibble in 

GF(24) 

 

Let the input of the inversion in GF(24) be 

2. The output is 2. The 

formulation result obtained using polynomial basis 

with φ = {10}2 is as follows:  

 

) 

                                                                                                        

 
                                                                         

 

 

 

 

where  and + are OR gate and XOR gate 

implementation, respectively. The gate count 

comparison between the new proposed inversion in 

GF(24) and typical inversion in GF(24) composite field 

architecture are shown in Table 2. 

 
Table 2 Gate count comparison between typical inversion 

in GF(24) composite field architecture and proposed 

inversion in GF(24) 

 

 

 

2.3  CombineXAXB 

 

The architecture of CombineXAXB represents the 

merging of two multiplications in GF (24), after the 

multiplicative inverse of nibbles in GF(24), using 

Boolean simplification to achieve a low gate count 

for this architecture. 

With the output is 2 and 

the input of 2, 2 

and 2, the equations of the result are 

following: 

 
 

 

 

 
  

                      

 

 

 
 

 

 

 

Based on Table 3, it is show that the logic 

expression present are consists of 28 XOR gates, and 

15 AND gates, with critical path delay of four gates. 

 
Table 3 Gate count comparison between typical 

multiplication in GF(24) and proposed CombineXAXB 

 

Architecture Total 

num. of 

XOR gate 

Total num. 

of AND 

gate 

Critical 

path 

delay 

two multiplication in 

GF(24) 

[2, 7, 11] 

42 18 5 

CombineXAXB 28 15 4 

 

 

3.0  RESULTS AND DISCUSSION 
 

The new proposed S-box architecture illustrated in 

Figure 2 is implemented to perform both encryption 

and decryption, with the S-box and InvS-box sharing 

the same hardware simply by switching 

combinatorial logic blocks using multiplexers. It is an 

improved modification of the architecture using a 

composite field based on the polynomial basis. This 

modification enables the implementation of inverse 

SubBytes for decryption by reusing the same S-box 

resources.  

In order to reduce the area complexity, an 

appropriate logic gate style should be used. Logic 

style can affect the size of a transistor, wiring load 

and power dissipation, especially in full-custom 

implementation. Full custom-design implementation 

offers an alternative to using a differential logic style. 

Rather than using the standard cell, the transistor 

gate can be scaled down without deteriorating 

performance. As most functionalities of the S-box are 

based on combinational logic dominated by an XOR 

gate, it is wise to use good performance and a low 

XOR gate count. Hence, by using the low-area XOR 

gate in [12], a circuit level optimised S-box/ InvS-box 

hardware, in terms of silicon area has been 

achieved.   

The complete circuit simulation, optimisation, 

layout and parasitic extraction were carried out using 

Mentor Graphics tools. The mask layout of the S-box/ 

InvS-box illustrated in Figure 3 was customised (with 

manual placement and routing) in 130nm IBM CMOS, 

Inversion in 

GF(24) 

Architecture 

Total 

num. 

of XOR 

gate 

Total 

num. 

of AND 

gate 

Total 

num. of 

NAND 

gate 

Total 

num. 

of OR 

gate 

Critical 

path 

delay 

[2, 7, 11] 14 8 - - 5 

Proposed  6 9 3 1 3 

(3) 

(4) 
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with copious instances of the XOR gate for the CMOS 

Galois field/ composite field arithmetic.  

 

Stage 1 CombineXAXBX-1
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Figure 2 Proposed Multiplicative Inverse in GF(28) 

architecture 
 

 

Minimum channel length was used for all devices, 

and optimum channel width was carefully chosen for 

each device to achieve verified functionality with 

the smallest possible propagation delay. Figure 4 

shows the complete S-box/ InvS-box chip with the 

bonding I/O pads. 

The design simulations consisted of functional 

verification, power and timing analysis using the 

circuit simulator Eldo platform provided by Mentor 

Graphics, as well as design rule checking (DRC), and 

layout vs. schematic (LVS).  Sets of NIST test vectors 

were used to verify the functionality. Simulation results 

verified the right functionality for every input SubByte 

combination with a supply voltage of only 0.8V. The 

worst case S-box input-to-output delay was around 

3.235ns, thus allowing a throughput of around 309 

Mega-SubBytes per second.  The silicon-area of the S-

box/InvS-box is only 39.44µm2, using the 130nm CMOS 

process, and offers to-date, the smallest reported 

silicon-area of any implementation with shared S-box 

and inverse S-box.  

This architecture achieves a small area using only 

147 gates (105 XOR gates, 38 AND gates, 3 NAND 

gates and 1 OR gate, which is about 17% smaller 

than the typical composite field SubByte architecture 

recorded by Satoh et al. [2] with 172 gates (137 XOR 

gates and 35 AND gates). For multiplicative inverse, 

the proposed architecture has a critical path of 11 

gate delay compared to a 17 gate delay for a 

typical composite field design which is cut off by 

more than 5%. 

 

 
 

Figure 3 Complete layout of the S-box/ InvS-box. 

 

 
 

Figure 4 Complete chip die of the S-box/ InvS-box with 

bonding pads. 
 

 

4.0  CONCLUSION 
 

In conclusion, this paper presents a new full custom 

hardware implementation of a low-area AES S-box/ 

InvS-box GF(28) Galois field inversion based on the 

polynomial basis, using composite field arithmetic 

architecture in the 130nm CMOS process, employing 

circuit level optimisation. Efficient design of S-box/ 

InvS-box was achieved by minimising the 

combinational logic and merging the sub-blocks of 

multiplicative inverse. The design demonstrated a 

new approach to minimise the silicon-area of an S-

box by using a 2- input XOR gate in [12] for low-area 

STAGE 1 ISOMORPHISM 

INVERSE 

AFFINE 

INVERSE 

ISOMORPHISM AFFINE 

COMBINE

XAXB 

INVERSION 

DATA IN 

DATA OUT 
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composite field arithmetic. Based upon the 

performance of the implementation, the results 

indicate that this design is suitable for applications 

that require small-area and low-power consumption, 

such as RFID tags. 
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